
“�The single biggest step for businesses to reduce risk today is to force major 
improvements in poorly designed and insecure software and applications.”

—  John Pescatore, Senior Analyst, Gartner

Fortify on Demand
Test and Score Software Security Risks Accurately

Automated, Accurate Vulnerability Assessment  

Fortify on Demand provides both source and binary 

level static analysis for accurate detection of security 

vulnerabilities in either in-house or third-party applications. 

Secure coding practices aim to expose risks earlier in the 

software development life cycle, when they are cheaper 

and easier to address. Fortify on Demand is simply more 

accurate and scalable than comparably more expensive 

assessment services.

Developers Test & Score Their Own Software

Users simply upload either the source code or compiled 

version of their application and Fortify does the rest. 

It completes award-winning analysis of Java, .NET or 

PHP applications – detecting more than 60 vulnerability 

categories. The assessment is delivered in a comprehensive 

vulnerability report featuring a consistent five-star star rating 

system for easy prioritization. These reports include line of 

code level details based on severity and exploitability with 

suggestions on how to fix each problem. 

IT security teams often struggle with the challenge of managing 

application security risk across their entire software portfolio. 

The breadth of in-house, vendor, outsourced, and open source 

packages utilized in today’s enterprise demands a more proactive 

and regularly scheduled testing regimen.

Fortify on Demand is a set of hosted Security-as-a-Service (SaaS) 

solutions that allow any organization to test and score the security 

of all their software – quickly and affordably. This automated 

turnkey offering returns the most accurate and complete analysis 

of security vulnerabilities available on the market. 

Fortify on Demand delivers the following benefits:

•	 Improved understanding, prioritization of software risk 

•	 �Promotion of secure coding practices earlier in development 

•	 Empowerment of developers to help manage vulnerabilities

•	 �Scaling limited security resources at reduced cost

•	 �Integration with Fortify® 360, for easy upgrade
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Reports return deep analysis of security vulnerabilities
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Fortify on Demand Fortify® 360

Testing

Identify the problem 

• Prioritize applications
• Identify vulnerabilities
• Validate the threat

Prevention

Build code securely

• Analyze applications 
  as they are written
• Train developers
• Extend Governance
• Integrate with 
  development processes

Remediation

Remove vulnerabilities

• Set up a security gate
• Routinely fix 
   vulnerabilities
• Integrate with 
  development tools A
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Fortify Vendor Security Management

Fortify on Demand Vendor Security Management (VSM) 

enables any third-party development team – vendor, open 

source or outsourcers – to test and score the security of their 

applications themselves, then publish a report back to the 

VSM customer. By never having to share their source code, 

Fortify on Demand VSM compels vendors to take action to 

proactively fix vulnerabilities by allowing them to remain in 

control of the process. 

Security professionals can demand that high priority 

problems be addressed and verified during the procurement 

or upgrade process, prior to acceptance. Fortify VSM 

serves as an independent third party and system of record for 

conducting a consistent, unbiased analysis of the application 

and providing a detailed tamper-proof report back to the 

security team.

Fortify Enterprise Assessment Management

Fortify on Demand Enterprise Assessment Management 

(EAM) enables any internal development team to test and 

score the security of its in-house software. Promoting self-

service encourages large, often distributed teams to test 

more frequently. They can efficiently and effectively produce 

summary and detailed reports on the project state so the 

Security Team remains informed.

The cost of scaling regular software security assessments has 

remained prohibitive using traditional approaches. Pay as you 

go assessment services lead to development teams engaging 

them as infrequently as they can justify. Internal assessments 

often lack the necessary expertise to catch  

and remediate all critical vulnerabilities. 

In contrast, Fortify EAM users enjoy unlimited uploads and 

scans with expert remediation options available. Developers 

take responsibility for consistently remediating their own 

software without disruption to the development process.

Upgrade Easily to Fortify 360

Best of all, Fortify on Demand uses the same award-winning 

analysis technology as Fortify 360, making it easy for 

customers to graduate from hosted testing to high-throughput 

vulnerability remediation and prevention as part of a robust 

Software Security Assurance program. 
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Self-Service Software Security Testing with Control
Empower both internal and external developers to take a more active role in promoting secure code production 

by testing and scoring more frequently. Teams can rely on Fortify on Demand’s highly secure SaaS environment 

when loading code and reporting back to all stakeholders. Take a more proactive approach to software security 

assessment offering increased visibility into high priority vulnerabilities.


